NudopmanuoHHasg maMATKA AJIA 00yYar0IUXCH

C KaxapIM T0oJIOM MOJIOAC)KH B UHTEPHETE CTAHOBUTHLCS OOJIbIIE, a ITKOJIBHUKHM OJTHU W3
CaMbIX AaKTUBHBIX TNOJb30BaTeneil PyHera. Mexny TeM, NMOMHUMO OTFPOMHOIO KOJMYECTBA
BO3MOXXHOCTEH, MHTEPHET HECeT U MpoOJeMbl. DTa MaMsITKa JIOJDKHA MOMOYbL Tebe 0e30macHo
HaXOJUTHLCS B CETH.

Komnbromepnoie supycot

KomnproTepHslii BUPYC — 3TO pa3HOBUIHOCTb KOMITBIOTEPHBIX POTrPaMM, OTIMYUTENBHON
0COOEHHOCTBIO KOTOPOM SBISETCS CIOCOOHOCTh K PasMHOXKEHHUIO. B pomoiHeHue k 3TOoMy,
BUPYCHI MOT'YT IMOBPEUTH WM TOJTHOCTBIO YHUUYTOXUTH BCE (DAisIbl U JTaHHBIE, TOJAKOHTPOJIbHBIE
MOJIb30BATENI0, OT UMEHH KOTOPOTO OblIa 3aImyIieHa 3apaxxEHHas IporpamMma, a Tak’ke OBPEINUTh
WIN J1aXe YHUYTOXXUTH ONEPAIMOHHYIO CUCTEMY cO BceMH (haitnamu B 1ienoM. B GonbmiHcTBE
CIIy4aeB pacHpOCTPaHSIOTCA BUPYCHI UepPE3 UHTEPHET.

Meroabl 3alUThI OT BPEJOHOCHBIX IIPOTPaMM:

1. Hcnonb3yil cOBpeMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD
3aILUTHI OT BPEIOHOCHBIX IIPOrPaMM;

2. TlocrossHHO ycTaHaBnMBail mautu (UM(pPOBBIE 3aIUIATKH, KOTOpPHIE aBTOMATHUYECKH
YCTAHABJIMBAIOTCS C LENbIO JOPaOTKM MPOTpaMMBbl) M Jpyrue OOHOBIECHUS CBOEH
OTIepalMOHHOM cucTeMbl. CKauuBail UX TOJBKO C OPHUIMATBHOTO caiiTa pa3padoTynKa
OC. Ecnu cymiecTByeT peskuM aBTOMAaTHYECKOTO OOHOBIICHUSI, BKITIOYH €T0;

3. Paboraif Ha cBOEM KOMITBIOTEpE MO MpaBaMU IOJIb30BATENs, @ HE aIMHHUCTPATOPA.
3T0 HE MO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX IIPOTPAMM HHCTAJUTUPOBATHCS HA TBOEM
[IEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE NIPOTPAMMHBIE MPOIYKThI U3BECTHBIX IIPOU3BOJAUTENEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannyb GpU3HUECKUI JOCTYT K KOMIIBIOTEPY JAJISl IOCTOPOHHUX JIHII;

6. Hcnonp3yii BHEIIHWE HOCUTENN HH(OPMAIUK, TaKue Kak (hiemka, IucK win (ain u3
MHTEPHETA, TOJILKO U3 MPO(EPEHHBIX HCTOUHUKOB;

7. He oTkphiBaii KOMIbIOTEpHBIE (HAIIIbI, MMONyUYEeHHBIE M3 HEHAAEKHBIX HUCTOYHUKOB.
Haxe Te ¢aiinpl, KOTOphle MpUCTaT TBOW 3HAKOMBIH. Jlyuiie yTouHu y Hero,
OTIIPABIISUI JIM OH TeOe uX.
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Cemu WI-FI

Wi-Fi - 5170 He BHI nepenadyn TaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIEL OpeH I, Mapka. Eie
B 1991 rony Huzaepnanjackas xommaHus 3apeructpupoBana opens « WECA», uro o6o3Haudano
cioBocouetanue « Wireless Fidelity», KoTopblil mepeBoauTCS Kak «0ecTpoOBOAHAS TOYHOCTDY.

Jlo Hamero BpeMeHHM Jomuia japyras abOpeBHarypa, KOTOpas SIBISICTCSI TakoW ke
TexHojoruei. 3to abopeBuarypa « Wi-Fi». Takoe Ha3BaHue ObUIO JaHO ¢ HAMEKOM Ha CTaHIApT
BbICIINI 3ByKOBOM TexHUKHM Hi-Fi, uTo B mepeBoie 03Ha4aeT «BBICOKAs TOYHOCTDHY.

Ja, GecrutaTHBIE MHTEPHET-IOCTYI B Kade, OTEIsIX M adpornoprax SBISETCS OTIMYHON
BO3MOKHOCTBIO BBIX0/1a B UHTepHET. Ho MHOTHE 3KCIIepThl CUUTAIOT, 4TO oOmieoctynubie Wi-Fi

CETHU HE SIBJISIOTCS 0€30HaCHBIMHU.

Cogertsl 110 Oe30macHOCTH paboTe B 0011e10CTyHbIX ceTax Wi-fi:



He nepenaBaii cBoro nuunyro uH(popmaruio udepe3 obmenoctynHeie Wi-Fi cern.
Pabotas B HUX, JeJlaTeIbHO HEe BBOJUTD ITAPOJIH IOCTYTIA, IOTHHBI U KaKHe-TO HOMEpa;
Hcnonb3yii U1 OOHOBIISAH aHTUBUPYCHBIE TIPOTpaMMBbl U OpaHamayep. Tem cambIM ThI
o0e3omacuib ceds 0T 3aKaYKU BUpPyca Ha TBOE YCTPOUCTBO;

IIpu ucnonb3oBanuun Wi-Fi otkmoun ¢ynkuumio «OO0muit noctyn k ¢ainam u
npuHTepam». JlanHas (QyHKIUS 3aKppiTa MO YMOJYAHUIO, OJHAKO HEKOTOpHIE
N0JIb30BATENIN AKTUBUPYIOT €€ 17151 yA00CTBa MCIIOJIb30BaHMs B paboTe i y4eoe;

He ucnone3yit my6numuneiidi WI-FI s mepepayn JUUHBIX JAQHHBIX, HApUMeEp s
BBIXOJIa B COIIMAJIbHBIE CETH UJIH B AJIEKTPOHHYIO MOYTY;

Wnonp3yii Tonpko 3amunieHHoe coenuHenue uyepes HTTPS, a ue HTTP, T.e. mpu
Habope BeO-apeca BBOAM UMEHHO «https://»;

B wmoOunbHoM Tenmedone orkmoun  ¢yHkumio «Ilomkmoyenne k- Wi-Fi
aBToMaruyeckw». He ngomyckaii aBTOMaTM4eCKOro MoAKJIFOYEHHUS YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero cornacusi.

COI/U/ItlJleble cemu

CoruanibHbIE CeTH aKTUBHO BXOJSIT B HAIY )XKM3Hb, MHOTHE JTIOAN PAOOTAIOT U KUBYT TaM
noctosiHHo, a B Facebook yke 3apermcTpupoBaH MWILIHAPI YEIOBEK, YTO SBISICTCS OTHOMN
CeIbMOM BCEX JKHTENel IuaHeThl. MHOTHE TOJh30BAaTEM HE MOHUMAIOT, YTO WHGoOpMaIus,
pa3MelieHHasi UMU B COIIMAIIbHBIX CETSX, MOXKET OBITh HalJIeHa W MCIOJIh30BaHa KEM yTOJIHO, B
TOM YHUCII€ HE 00s3aTeTBHO ¢ OJIaTMMH HAMEPCHHSIMH.

OCHOBHBIC COBETHI 110 OS30IACHOCTH B COMaJIbHBIX CCTAX:

1.

2.

Orpanuyb CHUCOK JApy3eid. Y TeOs B APY3bsIX HE JOJDKHO OBITh CIy4YalHBIX H
HE3HAKOMBIX JIFOJICH;

3amumail cBOI0 4acTHyIO Ku3Hb. He ykaspiBail mapomu, tenedoHsl, axpeca, aaTy
TBOETO POXACHUS W APYryl0 JMYHYI0 HHPOpPMAaLUio. 3IOYMBIIUICHHUKH MOTYT
UCIIOJIb30BaTh Jake MH(OPMAIMIO O TOM, KaK Thl M TBOU POJIUTENH IUIAHUpPYETE
IIPOBECTU KAHUKYJIbI;

3amuiail CBOIO penyTanuio - Iep>KU €€ B YUCTOTE U 33aBail cebe BOIpoc: X0Tel Obl
TBI, YTOOBI JPYTHE MOJIb30BaTENIM BUICTH, UYTO ThI 3arpyxaeus? Ilogymaii, npexne
YeM YTO-TO ONyOJIMKOBATh, HAIMCATh U 3arpy3UTh;

Ecnu Tel rOBOpHULIB € JIFOABMU, KOTOPBIX HE 3HACIb, HE UCIIOJIb3YH CBOE PEAIILHOE UMsI
U JIPYTYIO JINYHYIO HHPOPMALIMHU: UMSI, MECTO KHUTEIHCTBA, MECTO y4eObl U MpoUee;
W36eraii pazmemenus ¢pororpaduii B UuTepHeTe, rae Thl U300pakeH Ha MECTHOCTH,
10 KOTOPOM MOKHO OIIPEIEUTh TBOE MECTOIIOJIOKEHUE;

[Ipu peructpanyu B COIMAIBHON CETH HEOOXOAUMO HCIIOIB30BATh CIOXKHBIE TTAPOITH,
cocrodlye u3 OyKB U IU(pP U ¢ KOJINIESCTBOM 3HAKOB HE MEHee §;

Jnist conuanbHON CeTH, MOYTHl M JPYTUX CAaTOB HEOOXOIMMO MCIIONB30BaTh Pa3HbIC
napoinu. Toraa ecnu Te0s1 B3IIOMAIOT, TO 3JI0YMBIIUIEHHUKH MTOJIy4YaT JOCTYII TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3sy.

IdnekmponHvle 0eHbU

DJEeKTPOHHBIE JIEHBIM — 3TO OYEHb yIOOHBINA CIIOCOO IMIaTeXei, OHAKO CYLIECTBYIOT
MOLICHHUKH, KOTOPbIE XOTAT MOJIYYUThb 3TU JICHBIU.

3H€KTpOHHBIC JACHBT'U IIOABHUJIMCH COBCEM HCAABHO WM MMCHHO H3-3a 3TOI'0O BO MHOT'HX
rocyaapCTtBax g0 CUX Op HC HNPOIMHUCAHO MMPO HUX B 3aKOHAX.



B Poccuu jxe oHM QYHKIMOHUPYIOT M O HUX YK€ MPOIMHKCAHO B 3aKOHE, TJ€ UX Pa3AeisaioT
Ha HECKOJIbKO BHUJIOB — aHOHUMHBIE U HE AHOHUMHBIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH Olnepauuu 0e3 WASHTH(PHUKAIMK IOJIb30BaTeNsl, a B
HEAaHOHMMHBIX ICHTH()HKALINN TI0Ib30BATEINS ABISETCS 0053aTEIbHOM.

Taxoke cienyer pa3nuyarh 3JEKTPOHHBIE (pUaTHBIE ACHBIH (paBHBI TOCYJApCTBEHHBIM
BAJIOTaM) U AJIEKTPOHHBIC HE(pUaTHBIE IEHbIU (HE PaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO OE30IAaCHOM paboTe ¢ NEKTPOHHBIMH JICHbIaMH:

1. TpuBsoku K cueTy MOOWJIBHBINA TenedoH. DTO camMblii yHOOHBIA U OBICTPBIA CIIOCOO
BOCCTAHOBUTH JOCTYN K cueTy. lIpuBsizanHbIll TenedoH MOMOXET, eciau 3alyelb
CBOM IUIATEIKHBIN NTAPOJIb WM 3al/IE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnomnw3yii ogHopaszoBsie naponu. [locne nepexona Ha yCUIICHHYIO aBTOPHU3AIIHIO TeOe
y’Ke He OyJIeT yrpokaTh OMAaCHOCTh KPaky WIIM TIepexBaTa IJIaTeKHOTO MapoJis;

3. Breibepu cnoxublii mapons. IlpecTymHukam OyaeT HE HPOCTO YrajaTh CIOXKHBIH
naposb. HajnexHsle mapoian — 3TO Mapoiu, KOTOPbIE COIEP)KaT HE MEHEE 8§ 3HAKOB U
BKJIIOYAIOT B c€0sI CTPOYHbIE U MPONHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB,
TaKHMe Kak 3HaK Jojuiapa, (yHTa, BOCKIHLATEIbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE I0BEPSIEILIb.

Qﬂekmpouuaﬂ nouma

DJEeKTPOHHAs T0YTa — 3TO TEXHOJIOTHUS U MPEIOCTABISIEMbIE €0 YCIYTH IO MEePEChUTKE U
MOJIYYCHUIO SJIEKTPOHHBIX COOOIIEHH, KOTOpPBIE PACIPENCNSIOTCS B KOMITBIOTEPHOW CETH.
OObIYHO ~ DNEKTPOHHBI  TOYTOBBIM  SIMIMK  BBINIAOUT  CIEAYIONIMM  00pazoMm:
UMS_TIONIb30BATENA(@UMsL_JloMeHa. Takke KpoMme TMepelayd MpOCTOro TEeKCTa, HUMeeTcs
BO3MOKHOCTb IepeiaBaTh (pauibl.

OcHOBHBIE COBETHI IO OE30MacHO paboTe ¢ ANEKTPOHHOM IMOYTOM:

1. Hazno BbIOpaTh mpaBWIBHBIN ITOYTOBBIN CepBUC. B MHTEpHETE €CTh OrPOMHBIN BHIOOD
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyYIlE JOBEPATHh TEM, KOTO 3HACIIb U KTO
IIEPBBII B PEUTHUHIE;

2. He yxkaspiBaii B IMYHOHM mouTe auuHy0 uMH(popmaruio. Hanpumep, sydiie BeIOpaTh
«My3bIKaNbHBIN _(panaT@» wim «pok2013» BmecTo «remal3y;

3. Hcnonp3yi IByXdTalHYI0 aBTOPU3aLMI0. DTO KOT1a IOMUMO IapoJisl HYy’KHO BBOJUTh
KO/, MpUchLIaeMblii mo SMS;

4. BpiOepu CIOXHBIN mMapoib. JI7s KaXJ0ro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HAJCKHBINM, yCTOWYUBBIN K B3JIOMY 1apOJIb;

5. Ecim ecTb BO3MOXKHOCTb HAIlUCAThb CAMOMY CBOM JIMYHBIA BOIIPOC, HUCIIOIB3YH ITY
BO3MOKHOCTB;

6. Hcnonb3yll HECKONBKO IOYTOBBIX SIIMKOB. IlepBBI i1 4acTHOM NEPENUCKU C
azpecaTaMH, KOTOPBIM Tbl JIOBEpsiElllb. OJTO AJIEKTPOHHBIA aJpec HE Halo
UCIIOJIb30BaTh NP PETUCTPALIMH HA OpyMax U calTax;

7. He otkpsiBaii haiiinbl U ApyTHE BIOKEHUS B MUChMAaX Ja)Ke €CJIM OHU MPHIIUINA OT TBOUX
npys3eil. Jlydie yTo4HH y HUX, OTHPABIISUIN JIM OHU TeOe 3T (aiiib;

8. Tlocie okoHUaHUs pabOTHI HA TOYTOBOM CEpBHUCE Nepe 3aKPHITHEM BKJIAJIKU C CAUTOM
He 3a0yb HaKaTh Ha «BeIiTmy.



Kubepoynnune unu eupmyaibHoe uzoeeameibCmeo

KubepOymnmuHr — mpecienoBaHUE COOOIICHHUSIMH, COJEPXKAIIUMH  OCKOPOJICHUS,
arpeccuio, 3alyTuBaHHUE; XYJIUTAHCTBO; COIMAIBHOE OOWKOTHPOBAHUE C TMOMOIIBIO PA3IUIHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYILITUHIOM:

1.

e

He Opocaiics B 60ii. Jlyamuii cioco6: mocoBeToBaThCsl Kak ceOsi BECTU U, €CIIU HET
TOr0, K KOMY MOXHO OOpaTHTbCS, TO BHayalleé YCHOKOUThCS. Ecnu Thl HauHelIb
OTBEYaTh OCKOPOJICHUSIMH Ha OCKOPOJICHMS, TO TOJBKO eIle OOJIbIIe Pa30XKellb
KOH(JIUKT;

VYnpasistii cBoeii kubeppernyTanuei;

AHOHUMHOCTH B ceTd MHUMas. CyIIeCTBYIOT CIOCOOBI BBIICHUTH, KTO CTOHMT 3a
QHOHHMMHBIM aKKayHTOM;

He cTouT BecTu Xynuranckuii o0pa3 BUPTyanbHOM xu3Hu. IHTEpHET huKcupyeT Bce
TBOM JICHCTBUS M COXPAHSET UX. Y AATUTh UX OyeT KpaiiHe 3aTpyIHUTEIHHO;
Cobnroaii cBOI BUPTYaJIbHYIO YECTh CMOJIOJY;

Urnopupyit enuHUYHBIN HeratuB. OHOPa30BbIe OCKOPOUTEIBHBIE COOOIICHHS JTyYIIe
UrHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcst Ha Ha4yaJlbHOW CTa UM,

Ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COLTUAIBHBIX
CeTSAX €CTh BO3MOXKHOCTb OJOKHPOBKHM OTHPABKU COOOIIEHHH C OIpeaeeHHbIX
aZpecoB;

Ecnmu Te1 cBunmerens kuOepOyiummnra. TBow AeWCTBUS: BBICTYHNHTb IPOTUB
IpeciieloBaress, I0Ka3aTb €My, 4YTO €ro JEHCTBHUs OLEHUBAIOTCS HEraTUBHO,
HOJ/Iep)KaTh JKEPTBY, KOTOPOH Hy)KHa ICHUXOJIOTHYECKash IOMOIb, COOOLIUTH
B3pOCJBIM O (paKTe arpeCCUBHOTO MOBEICHUS B CETH.

Moounvnotit meneghon

CoBpeMeHHbIE cMapT(OHBI U IJIAHIIETHI COACPHKAT B ceOe BIOIHE B3POCIbIN (DyHKIIHOHAI,
U Ternepb OHM MOTYT KOHKYpHUpPOBAaTh CO CTAllMOHAPHBIMH KoMIbloTepaMu. OnHAKO, CpencTB
3aIUTHI JJ151 TOJT0OHBIX YCTPOUCTB MOKa OUeHb MaJio. TecTupoBaHHe 1 TIOUCK YA3BUMOCTEH B HUX
MIPOMCXOIUT HE TaK MHTEHCUBHO, Kak i 1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX MPHIIOKEHHA.

CoBpemMeHHBIE MOOWIIbHBIE Opay3ephl YKe MPaKTUYECKU AOTHAIM HACTOJIbHBIC aHAJIOTH,
OJTHAKO paciiMpeHre (YyHKIMOHAJa BJedeT 3a C000i OOJNBIIYI0 CIOKHOCTH U MEHBIIYIO
3aIUIICHHOCTb.

Jlanieko He BCe MPOM3BOJUTENH BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JJIs1 6€30MaCHOCTH MOOMIBHOTO TenedoHa:

1.
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Hudero He sBisieTcst Ho-HacToseMy OecriaTHbIM. Byib ocTOposkeH, Beb Koraa Tede
npeiaraloT O0ecIulaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHBIC
yCIIyTH;

Hymaii, npexne yem otnpaButb SMS, ¢oto nnu Buzaeo. Tol TOUHO 3HAEIIb, I7I€ OHU
OyAyT B KOHEYHOM UTOTE?

Heo6xo0a1Mo 0OHOBIIATE ONEPATMOHHYIO CUCTEMY TBOETO CMapT(hOHA;

Hcnonp3yii aHTUBUPYCHBIE TIPOTPAMMBI 11 MOOMIIBHBIX TeIe()OHOB;

He 3arpysxaii npuiiokeHus: 0T HEM3BECTHOT'O UCTOYHMKA, BEIb OHU MOTYT COJEPKaTh
BPEIOHOCHOE ITPOrPAMMHOE 00ECIIEUEHUE;



6. Ilocne Toro kaxk Thl BBIHACHIL C CaiiTa, I'ie BBOAWI JHUUHYIO MH(OpPMAIIHIO, 3alI1 B
HacTpolKku Opaysepa u ynanu cookies;

7. llepuoanyecku NMpoBEpsii KaKUe IUIATHBIC YCIIyI'M AKTUBUPOBAHbBI HA TBOEM HOMEPE;

8. JlaBaii cBOoii HOMEp MOOMJIBHOTO TeneOHa TOJNBKO JIOASM, KOTOPHIX ThI 3HACIIb W
KOMY J0BEpsICILb;

9. Bluetooth momkeH ObITH BBIKIIOUEH, KOT/Ia Thl MM HE Mousb3yelbess. He 3a0biBait
WHOTJ1a IIPOBEPSTH 3TO.

Online uzpwo

CoBpeMEHHBIE OHJAMH-UIPBl — 3TO KpPACOYHBIE, 3aXBaThIBAIOLIUE pa3BICUYCHUS,
O00BETUHSIOIINE COTHHU THICSY YEJIOBEK MO BceMy MHpY. VTpoKHu MCCIenyroT NaHHBIA UM MHUP,
OOIIAOTCS IPYT C APYTOM, BBIITOJHSIOT 3a/IaHUs, CPAXKAIOTCSA C MOHCTPAMU M TIOJTYYaloT OIBIT. 3a
YI0BOJILCTBHE OHM TUIATST: MOKYMAIOT TUCK, OMJIAYMBAIOT AOOHEMEHT WJIM MPHOOPETAIOT KaKue-
TO OIILIMH.

Bce st cpencrBa MOyT Ha INOAACpPKAHUE U Pa3BUTHUE UIPHIL, a TaKKe Ha camy
0€30MacHOCTb: COBEPILICHCTBYIOTCS CHCTEMBl aBTOPHU3AIMH, BBIIMYCKAIOTCS HOBBIC NaTYd
(unpoBbIe 3aMIaTKU JJIs1 IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOIIOGHBIX HUrpax CTOUT OIllacaTbCd HEC CTOJIbKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXu
TBOCT'O IMTapoJisi, HA KOTOPOM OCHOBAHA CUCTCMA aBTOPpHU3allUN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30MACHOCTH TBOETO UTPOBOT'0 aKKAyHTA!

1. Ecuum apyroii urpok BezneT ce0s II0X0 MM Co3JaeT Tebe HeNPUsATHOCTH, 3a0JI0KUpyi
€ro B CIIUCKE UTPOKOB;

[loxxamyiics aaMUHUCTpaTOpaM UIPbl Ha IJIOXO€ IIOBEJEHHE 3TOr0 MIpoKa,
JKEJaTeIbHO MPUIIOKUTh KaKHE-TO JOKa3aTelbCTBa B BUJI€ CKPUHOB;

He yka3biBaii muunyro nHpopMaluio B mpogaiiie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoumanbHble TATYU U MOJIBL;

Hcnonw3yit CI10KHBIE U pa3HbIE NTapOJIH;

Jaxe BO BpeMs UIpbl HE CTOMUT OTKJIIOYATh aHTUBHpYC. IIoka Tel HUrpaemb, TBOM
KOMIIBIOTEP MOTYT 3apa3uTh.
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Duuwiunez unu Kpasica iU HblX OAHHBIX

OObIYHOM KpaXkel JeHer M JTOKYMEHTOB CErOJHs YXe HHKOro He yAuBHfIIb, HO C
Pa3BUTHEM HHTEPHET-TCXHOJIOTUN  3JIOYMBILUICHHUKU IEPEMECTWINCh B HHTEPHET, U
MIPOIOIDKAIOT 3aHUMATHCS «JTIOOMMBIMY JI€TIOM.

Tak mosiBUIIacCh HOBasi yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, TJIaBHAS LIEJb
KOTOPOT'O COCTOUT B TOJYYEHHUH KOH(UICHIMANBHBIX JAHHBIX MOJb30BATENIE — JIOTUHOB U
naposieii. Ha anrnuiickom s3bike phishing untaercs kak ¢ummar (ot fishing — priOHast noBs,
password — mapoib).

OcHOBHBIE COBETHI IO OOpHOE ¢ PUITMHTOM:

1. Cnenm 3a cBouM akkayHTOM. Ecnm Thl mopo3peBaemib, 4TO TBOSI aHKeTa OblLia
B3JIOMaHa, TO He00X0AUMO 3a0JIOKUPOBATH €€ M COOOIIUTE a]IMHHUCTPATOPaM pecypca
00 3TOM KaK MOXHO CKOpEe;

2. HWcnonn3yit 6e3onacHble BeO-CalThl, B TOM YUCIIe, MHTEPHET-MAara3uHOB M MOMCKOBBIX
CHCTEM;



3. Hcnonp3yii cioxHbIE U pa3Hble Mapoiu. TakuMm oOpas3oM, eciu TeOs B3JIOMAOT, TO
37OYMBIIIICHHUKH TIOJIy4aT AOCTYH TOJBKO K OJJHOMY TBOEMY MpPO(QUIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B3110MalN, TO HEOOXOIUMO MPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE

no0aBIeHBl y TEOS B IPY3bsX, O TOM, YTO TeOSI B3IIOMAlU U, BO3MOXHO, OT TBOETO

UMEHHU OyAET pacchlIaThCs CIIaM U CChUTKU Ha (DUIIMHTOBBIE CAMTHI;

YcranoBu HaaexHbIN mapoib (PIN) Ha MoOWIbHBIHN TenedoH;

OTKIII0YM COXpaHEHue Maposist B Opaysepe;

7. He otkpsiBaii (haiiinbl U ApyTHe BIOKEHUS B MUChMAaX Ja)Ke €CJIM OHU MPHIIUIA OT TBOUX
npys3eil. Jlydie yTo4HH y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (aiiibl.

AN

Hudghposaa penymayus

[Tudposas permyTaus - 3TO HEraTUBHAs WM MO3UTHUBHAS MHopMalus B ceTu o Tebe.
Komnpomerupyromas uHpOpManus pa3MelleHHass B MHTEPHETE MOXKET Cepbe3HBIM 00pa3oM
OTPa3UThCs HA TBOEH peanbHOM ku3HU. «L{udpoBas pemyranus» - 3T0 TBOH UMHK, KOTOPBII
bopmupyercst u3 nHGopMaIu o Tebe B UHTEPHETE.

TBoOe MeCTO JKUTENbCTBA, Y4eObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKkTepa
U pacckasbl 0 OJIM3KHUX — BCE 3TO HAKAIUIUBACTCS B CETH.

MHorue nogpoCTKH JIETKOMBICIEHHO OTHOCSTCS K IMyOJMKaluy JTUYHON MH(pOpManuu B
WuTepHeTe, He TOHUMasi BO3MOXHBIX MocieAcTBUM. ThI gaXke He CMOXKEIb J0ragaTbCs O TOM, YTO
¢dororpadus, pazMerieHHas 5 et Ha3aj, cTana IPUYMHON OTKa3a MPUHATH TeOs Ha padoTy.

KommenTapuu, pazmenieHre TBoux (potorpaduii u npyrue AeHCTBUS MOTYT HE UCUE3HYTh
Ja’ke TI0CJIe TOrO, KaK Thl UX yAaJIHIIb. Thl HE 3HACIIb, KTO COXPAaHMI 3TY HH(POPMAIIKIO, TIoTana
JM OHAa B IOMCKOBBIE CHCTEMBI M COXPaHWJIACh JIM OHA, a TJABHOE: YTO MOAYMAalOT O Tebe
OKpY’Kaloliee JIOAU, KOTOpPbIe HAlIyT W YBUIAT 3T0. HallTH MHPOpPMALIMIO MHOTO JIET CITYCTS
CMOXeET JIF000H — Kak U3 JOOPBIX MOOYXKACHUH, TaK U C HAMEPEHHEM IPUUYUHHUTD Bped. TO MOKET
OBITH KTO YTOIHO.

OCHOBHBIE COBETHI MO 3aLTUTE LIUPPOBON permyTaIIH:

1. Tomymaii, mpexxae 4yem 4TO-TO IyOJMKOBAaTh W IepeaaBaTh y ceds B Oyiore Wiu B
COIIMAILHOM CETH;

2. B Hactpoiikax nmpo¢uiis yCTaHOBH OTPaHUYECHHUS HA TIPOCMOTP TBOETO MPOQHIISL U €To
COZIEPKUMOT O, CACIIAl €ro TOIBKO UL APY3Ei»;

3. He pa3memaii u He yka3piBail HH()OpMAINIO, KOTOPasi MOXKET KOTr0-JINOO OCKOPOIATH
W OOMKATh.

Aemopckoe npago

CoBpeMeHHbIE HIKOJIbHUKH— aKTUBHBIE TIOJIH30BATENN IIU(PPOBOTo npoctpancTBa. O1HaKo
JaJIeKO HE BCE 3HAIOT, YTO IOJIb30BAHHE MHOTUMH BO3MOXKHOCTAMHU IU(PPOBOro MUpa Tpedyer
COOJIIOICHNS TTPAaB HA MHTEJJICKTYAIbHYI0 COOCTBEHHOCTD.

TepMUH «UHTEIIEKTyallbHAsT COOCTBEHHOCTBY» OTHOCHUTCS K Pa3IHYHBIM TBOPEHUSM
YeJIOBEYECKOr0 yMa, HauWHasl C HOBBIX M300pPETEHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
HAa TPOMYKTHI W YCIyI'H , W 3aKaH4YWBas KHUTaMu, Qororpadusmu, KUHOQWIBMAMH U
MY3bIKQTBbHBIMU TPOU3BEICHUSIMHU.



ABTOpCKHE ITpaBa — 3TO MpaBa Ha HHTEJUICKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JINTEPATypbl U UCKYCCTBA. ABTOPCKHE NIPaBa BHICTYIAIOT B KAYECTBE IrapaHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUHN TPy aBTOpa HE OyIeT HampacHBIM, JACT €My CIpaBeIIHBBIC
BO3MOKHOCTH 3apaboTaTh Ha pe3yibTaTax CBOErO TPy[Ja, MOJYYUTh U3BECTHOCTh U MPU3HAHHE.
HuxkTo 6e3 pa3pemieHus aBTopa He MOYKET BOCIIPOU3BOJUTD €r0 MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyONIUYHO JI€MOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, IyCKaThb B MPOKAT, MyOIUYHO
UCTIOJIHATD, IOKA3bIBATh/UCIIONHATH B A(HUpe WU pa3Mematsh B IHTepHeTe.

Mcnonb30BaHuE «ITUPATCKOT0» MPOTPAMMHOTO 00ECIICUEHUSI MOXKET NMPUBECTH K MHOTUM
pUCKaM: OT MOTEpH JAaHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKHM TBOETO YCTPOWCTBA, I/
YCTaHOBIICHHBIN He JeragpHass nporpamMMa. He cTouT Takke 3a0bIBaTh, YTO CYLIECTBYET
JeranbHble U OECIUIaTHBIE IPOrPaMMbl, KOTOPBIE MOYKHO HAWTH B CETH.

O nopmazre

CereBHuoK.p) — TBOI TJAaBHBIH COBETYHMK B CETH. 3A€Ch Thl MOXEIIb Y3HaThb O
0€30MacHOCTH B CETH TOHSATHBIM U JOCTYIHBIM SI3bIKOM, a MPH BO3SHUKHOBEHHHM KPUTHYECKOM
CUTyallud OOpaTUTHCS 32 COBETOM. A TaKKe MPUHATh Y4acTHE B KOHKYpCaxX U CTaTh CaMbIM
U(PPOBBIM TPaKJAHUHOM !



